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Defendpoint Sandboxing extends security coverage to the most common  
entry point for malware and hackers - the internet. Using Windows native security 
to isolate web-borne threats, your corporate data is protected 
by a safety net, while the end user experience remains seamless. 

Technical benefits: 

Isolate and destroy malware

With the internet representing the greatest window 
of opportunity for outside threats, malware’s stealthy 
approach often requires no interaction with the user 
to gain entry. Even those you consider to be ‘good apps’ 
can be infected when they open content that originates 
from the internet. Defendpoint’s sandboxing module 
allows you to contain malware threats that originate 
online, without restricting user behavior.

Tried and tested security you can rely on

We use the established native security of Windows 
to create isolated containers for any untrusted tasks. 
This is the same security model you are already using 
to secure and control access to the files on your 
network.  With this approach to isolation, the sandbox 
is extremely lightweight so there’s no need for higher 
spec PCs and apps just work as expected.

Secure yet usable

Documents downloaded from the internet are 
automatically merged into the user’s profile, while 
protecting any private files from being read or 
overwritten. And when the file is reopened in future 
it will automatically remain isolated; creating a safe 
working environment without delays or restrictions. 
The document can still be edited, saved and printed, 
meaning the user can function as normal, but their 
personal and corporate data remains protected.

Flexible approach to content control

Defendpoint automatically tracks and classifies 
documents based on their origin, ensuring that 
documents will automatically reopen in the isolated 
environment from where they originated. With added 
flexibility, the default protection can be overridden 
by the user if necessary. Users can also grant access 
to specific private files, allowing them to be uploaded, 
but not modified.

Seamless Application Control integration

By applying strict application rules inside the sandbox, 
most malware payloads that target the user profile 
can be stopped at source. Tight integration with 
Application Control means that only specific and 
approved processes are allowed to run. By controlling 
this behavior of activities from the web browser and 
document readers, you can prevent malware from 
launching – blocking the risk of any infection before it 
even starts.

Safeguard private data

Users are free to browse websites and read online 
documents without risk of data compromise. 
Any private data cannot be accessed from browsers 
or document readers running in the sandbox, 
ensuring that information is protected.
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•   Seamless user experience 
Content can be saved directly to the user’s 
own folders, where they can be managed 
like any other document.

•   Automatic classification 
Downloaded content is tracked 
and classified based on origin.

•   Security reporting 
Gain visibility and control over applications 
that run in the sandbox vs. native.

Technical features at-a-glance: 
 
•   Leverages the Windows security model 

Proven security approach to content isolation 
that has been trusted for over 20 years. 

•   Lightweight design 
No need for higher spec PCs and 
no performance compromise.

•   Documents always remain isolated 
Content downloads are always opened 
in the sandbox they originated from.

Supported platforms

·         Windows XP 
·         Windows Vista 
·         Windows 7 
·         Windows 8 / 8.1 
·         Windows Server 2003 
·         Windows Server 2008 
·         Windows Server 2008 / 2008 R2 
·         Windows Server 2012 / 2012 R2

32-bit and 64-bit versions are available  
for all supported platforms
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Avecto’s proactive endpoint security software, Defendpoint, 
uniquely combines the technologies of Privilege Management, 
Application Control and Sandboxing to protect the operating 
system, software environment and corporate data from 
unknown cyber threats.
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