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solution brief  

trend Micro

Instant-On securIty fOr the clOud
reduce cost and complexity with the broadest protection, fully integrated  
with the leading cloud services platforms

shared securIty resPOnsIBIlIty In the clOud 
cloud adoption is accelerating rapidly, driven by cost savings, agility, and efficiency. Whether 
you are extending internal resources or fully deploying in the cloud, your organization needs  
to share the responsibility for security with your service provider. this means that while cloud  
service providers (csPs) cover the physical and network infrastructures and virtualization 
layer, you are responsible for securing the guest operating system, applications, data, and  
for meeting compliance regulations. If your security doesn’t go beyond the native cloud, then 
you probably are not meeting your shared responsibility. you can increase overall protection 
and reduce administration by building elastic security into your cloud architectures.

to help you with your shared responsibility, trend Micro provides the most complete set 
of recommended security capabilities and integrations available for cloud services such as 
aWs, Microsoft azure, and VMware vcloud air. When your security is integrated with the 
leading cloud services platforms, cost and complexity go down, making it faster and easier 
for you to meet security requirements while realizing the operational benefits of the cloud.  

trend Micro’s cloud security provides the broadest range of security capabilities available 
to meet your application and data security needs while helping you achieve compliance. cost 
and complexity is dramatically reduced through automated instance security provisioning 
and workload-aware security policy, as well as efficient administration and reporting tools. 
Integration with the leading csP platforms and developer tools makes it fast and easy to 
deploy. and it’s from trend Micro, the global market-share leader in server security for 
physical, virtual, cloud, and hybrid environments. 

tight integration with csPs like aWs, Microsoft azure, and VMware vcloud air architectures 
makes your security efficient and elastic so you get the full benefit of the cloud’s agility and 
cost savings. compatibility with leading cloud deployment tools like chef, Puppet, rightscale, 
OpsWorks, salt, etc., allows security to be built into your existing cloud environments.

Meet your shared security  
responsibility with trend Micro

 • Protect data and applications running 
in the cloud with broadest range of 
security capabilities to meet your 
security and compliance requirements

 • dramatically reduce cost and 
complexity with automated security 
provisioning and workload-aware 
security policies  

 • support government or industry 
standards with security built to the 
highest standards, including common 
criteria eal 4+

 • Integrate seamlessly with cloud 
management tools such as aWs 
cloudformation, rightscale, chef, 
and Puppet to automate security 
deployments

 • Minimize administrative cost and 
complexity with a single security 
console to manage server security 
across physical, virtualized, and  
cloud environments

www.trendmicro.com
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a cOMPlete set Of securIty caPaBIlItIes 
to be effective, your security in the cloud must be able to dynamically follow your servers, 
conduct real-time monitoring, and provide instant protection for the data and applications 
on your instances. Powered by the deep security Platform, trend Micro has a broad set of  
security capabilities to support all of the above. this integrated solution prevents data breaches  
and business disruptions, provides easy deployment and administration, and helps achieve 
cost-effective internal and regulatory compliance across physical, virtual, and cloud servers.  

Prevent data breaches and business disruPtions  
with coMPrehensive security 

 • Provides timely protection from constant malware attacks on your systems and data with  
anti-malware and Web reputation. Powered by the trend Micro™ smart Protection network™,  
deep security deployments leverage the latest in global threat intelligence.

 • shields unpatched vulnerabilities from attack with Intrusion detection and Prevention 
(Ids/IPs). security policies update automatically to ensure the right protection is applied  
to the right cloud servers at the right time.

 • reduces exposure to attacks with a host firewall. Blocks attacks and limits communication  
to only the ports and protocols necessary with the ability to log and audit traffic for 
compliance reporting at the instance level.

 • Meets compliance file and system monitoring requirements with Integrity Monitoring. 
ensures unauthorized or out-of-policy changes are detected and reported—across files, 
ports, registries, and more.

 • Identifies important security events buried in multiple log entries with log Inspection. 
forwards suspicious events to an sIeM system or centralized logging server for 
correlation, reporting, and archiving.

 • automatically recognizes new instances at launch. Initiates security at start to dramatically  
reduce the risk of any instances going unprotected.

 • Protects data in motion with ssl certificates. trend Micro is a global certificate authority 
and our root certificate is embedded in 99+ percent of browsers.

”

”

In addition to the  
ability to implement  
anti-malware functions  
separately on each 
server, we highly value  
the comprehensive 
security functions 
that deep security 
has, such as IPs/Ids.

shuichi hiraki  
associate Manager  
at astellas Pharma, inc.
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Cloud and Data Center Security Solution: Powered by the Deep Security Platform

http://www.trendmicro.com/us/security/smart-protection-network-consumer/
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optimized to deliver the full benefits of cloud computing 

trend Micro’s deep security platform makes it fast and easy to secure 
cloud instances. security is managed from an integrated administrative 
console that automatically provides a single up-to-date view of your 
security posture in the cloud environment.

 • easy deployment of host security compatible with the leading cloud 
deployment tools (e.g., chef, Puppet, rightscale, OpsWorks, salt, etc.)  
so that security can be built into current environments

 • auto sync automatically recognizes new instances at launch to dramatically  
reduce the risk of any instances going unprotected

 • automatic policy application for specific customizable policy templates 
to be applied based on instance information, so the right policies are 
applied to the right servers, automatically

 • Instance inventory display shows those instances associated with the 
cloud account and their current statuses

”

”

Before trend Micro, 
security required more  
manual intervention. 
now, it’s totally auto-
matic. We know it’s 
working, and we can 
easily check one central  
security dashboard to 
get a current status.

Mauricio fernandes  
President of dedalus 

reduce oPerational costs with easy dePloyMent and adMinistration 

 • auto sync with leading csPs allows specific customizable policy templates to be applied 
based on instance metadata, to enable the right policies to be applied to the right servers 
automatically

 • Virtual Patching shields vulnerabilities before they can be exploited, to eliminate the 
operational pains of emergency patching, frequent patch cycles, and costly system downtime

 • Integrated customizable dashboard enables administrators to see the health of their 
entire security environment at a glance

 • centralized alert function provides immediate notification of events or activities that 
may require immediate attention

 • deep security events and reports provide comprehensive information through 16 
different types of reports including user reports, security module-specific reports, and 
general reports with custom filtering

 • customizable Policy templates let users enable and disable security controls on the  
fly, based on the specific rules they have assigned

 • as a service solution speeds deployment and provides easy management

achieve coMPliance cost-effectively with suPPort  
for industry standards  

Major compliance requirements for PcI dss 3.0, as well as hIPaa, nIst, sas 70, and others 
are addressed with:

 • detailed, auditable reports that document vulnerabilities, detected attacks, and policy 
compliance status

 • support for internal compliance initiatives to increase visibility of internal network activity

 • Proven technology certified to common criteria eal4+
”

”

essentially, deep 
security creates a 
landslide effect. It 
improves protection, 
which leads to happy 
customers, leading 
to attracting more 
customers, which 
ultimately leads to 
revenue growth.

todd redfoot  
chief information security officer 
(ciso) at Go daddy
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deeP securIty delIVers autOMated and hIGhly scalaBle clOud securIty 

trend Micro’s cloud security is built on the deep security platform. already selected by thousands of global customers 
to protect millions of servers, it powers trend Micro’s cloud and data center security solution, which comprises market-
leading products to secure the modern data center and the cloud. 

available as software or as a service, deep security protects enterprise applications and data from breaches and  
business disruptions. this comprehensive, centrally managed platform helps organizations simplify security operations 
while enabling regulatory compliance and accelerating the rOI of virtualization and cloud projects. tight integration with 
csPs dramatically reduces operational impacts by automating policy-based security for instances as they are launched  
or terminated.

advantages include:

 • comprehensive security capabilities including anti-malware with  web reputation, host-based firewall, intrusion 
detection/prevention, integrity monitoring, log inspection, encryption, vulnerability scanning, and ssl certificates

 • deployment flexibility with the choice of software or as a service offerings. Includes full multi-tenant capabilities for 
easy service operation

 • reduced cost and complexity with security optimized for cloud architectures. reduces operational impact with a single 
platform for management of security controls and policies across multiple environments: physical, virtual, cloud, hybrid

OPtIMIZed fOr clOud enVIrOnMents
trend Micro’s security solutions are optimized for the cloud including support of  
the most common platforms and cloud management tools:

®

trend Micro is the #1 provider of server security for physical, 
virtual, and cloud environments1—combining the most complete 
set of security capabilities with automated management to 
dramatically reduce both risk and cost.

1  Idc Worldwide endpoint security 2014-2018 forecast and 2013 Vendor shares,  
figure 2, doc #250210, august 2014
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securing your Journey to the cloud

now available on

https://aws.amazon.com/marketplace/pp/B00OCI4J0I/ref%3Dsrh_res_product_title%3Fie%3DUTF8%26sr%3D0-5%26qid%3D1415706433020

